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DETAILED ACTION 

1 . Claims 1-40 are presented for examination. 

Information Disclosure Statement PTO-1449 

2. The Information Disclosure Statement submitted by applicant on 02-28-2002 has 
been considered. Please see attached PTO-1449. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 17, 21 and 37 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Bisbee et al. (US Patent NO 5,748,738). 

Regarding claim 17 

Bisbee teaches a method for creating an authoritative electronic record in 
a repository, the method comprising the steps of: receiving an original electronic 
record in a repository; generating at least some first receipt information, wherein 
the first receipt information includes information relating to the original electronic 
record (column 9, lines 66-67 and column 10, lines 1-7); prepending the first 
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receipt information at a beginning portion of the original electronic record (column 
5, lines 55-67 and column 6, lines 1-13); generating at least some first identifying 
information, wherein the first identifying information includes a provable 
representation of the first receipt information (column 3, lines 12-21); appending 
the first identifying information at an end portion of the original electronic record 
(column 3, lines 33-35); and storing the original electronic record with the 
prepended first receipt information and the appended first identifying information 
in the repository as an authoritative electronic record (column 6, lines 43-59). 

Regarding claim 21 

Bisbee teaches a method for storing an original electronic record as an 
authoritative electronic record in a repository, the method comprising the steps 
of: transmitting an original electronic record to a repository (column 6, lines 14- 
16); allowing at least some first receipt information to be generated, wherein the 
first receipt information includes information relating to the original electronic 
record (column 6, lines 31-35); allowing the first receipt information to be 
prepended at a beginning portion of the original electronic record(column 5, lines 
55-67 and column 6, lines 1-13); allowing at least some first identifying 
information to be generated, wherein the first identifying information includes a 
provable representation of the first receipt information (column 3, lines 12-21); 
allowing the first identifying information to be appended at an end portion of the 
original electronic record(column 3, lines 33-35); and allowing the original 
electronic record to be stored with the prepended first receipt information and the 
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appended first identifying information in the repository as an authoritative 
electronic record(column 6, lines 43-59). 

Regarding claim 37 

Bisbee teaches a system for creating an authoritative electronic record in 
a repository, the system comprising: a software program that is capable of 
receiving an original electronic record; a software program that is capable of 
generating at least some first receipt information, wherein the first receipt 
information includes information relating to the original electronic record (column 
9, lines 66-67 and column 10 lines 1-7); a software program that is capable of 
prepending the first receipt information at a banging portion of the original 
electronic record (column 5, lines 55-67 and column 6 , lines 1-13); a software 
program that is capable of generating at least some first identifying information, 
wherein the first identifying information includes a provable representation of the 
first receipt information (column 3, lines 12-21); a software program that is 
capable of appending the first identifying information at an end portion of the 
original electronic record (column 3, lines 33-35); and a software program that is 
capable of storing the original electronic record with the prepended first receipt 
information and the appended first identifying information in the repository as an 
authoritative electronic record (column 6, lines 43-59). 
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Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) patent may not be obtained though the invention is not identically disclose or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-16, 18-20, 22-36 and 38-40 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Bisbee et al. (US Patent NO 5,748,738) in view of Vanstone 
(US Patent NO 6,212,281). 

Regarding claim 1 

Bisbee teaches a method in a computer system for maintaining and 
digitally signing a unique authoritative electronic record, the method comprising 
the steps of: receiving an original electronic record in a repository; generating at 
least some first receipt information, wherein the first receipt information includes 
information relating to the original electronic record (column 9, lines 66-67 and 
column 10, lines 1-7); prepending the first receipt information at a beginning 
portion of the original electronic record (column 5, lines 55-67 and column 6, 
lines 1-13); generating at least some first identifying information, wherein the first 
identifying information includes a provable representation of the first receipt 
information (column 3,lines 12-21); appending the first identifying information at 
an end portion of the original electronic record (column 3, lines 33-35); storing 
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the original electronic record with the prepended first receipt information and the 
appended first identifying information in the repository as an authoritative 
electronic record; receiving a request to review and optionally sign the 
authoritative electronic record at a remote location; computing a complement of 
the proper subset of the authoritative electronic record; transmitting the 
complement of the proper subset of the authoritative electronic record to the 
remote location ( column 6, lines 14-59 and column 9, lines 27-41); displaying the 
complement of the proper subset of the authoritative electronic record at the 
remote location; allowing a digital signature to be computed at the remote 
location using the computed message digest and a private key (column 10, lines 
23-49); returning the digital signature to the repository; receiving the digital 
signature in the repository; generating at least some second receipt information, 
wherein the second receipt information includes information relating to the signed 
authoritative electronic record (column 3, lines 12-21); prepending the second 
receipt information at a beginning portion of the signed authoritative electronic 
record; generating at least some second identifying information, wherein the 
second identifying information includes a provable representation of the receipt 
information; appending the second identifying information at an end portion of the 
signed authoritative electronic record; determining whether the digital signature 
information represents a valid digital signature (column 3, lines 23-37); and 
amending, if the digital signature information is determined to represent a valid 
digital signature, the authoritative electronic record in the repository to include the 
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digital signature information, the prepended second receipt information, and the 
appended second identifying information from the signed authoritative electronic 
record (column 6, lines 31-59). Bisbee does not explicitly teach computing a 
partial message digest of a proper subset of the authoritative electronic record; 
transmitting the partial message digest of the authoritative electronic record to 
the remote location and computing a message digest, at the remote location, 
using the partial message digest and the complement of the proper subset of the 
authoritative electronic record. However, in an analogous art, Vanstone teaches 
computing a partial message digest of a proper subset of the authoritative 
electronic record; transmitting the partial message digest of the authoritative 
electronic record to the remote location and computing a message digest, at the 
remote location, using the partial message digest and the complement of the 
proper subset of the authoritative electronic record (column 3, lines 55-67 and 
column 4, lines 1-26). Therefore it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify Bisbee's 
method to include computing a partial message digest of a proper subset of the 
authoritative electronic record; transmitting the partial message digest of the 
authoritative electronic record to the remote location and computing a message 
digest, at the remote location, using the partial message digest and the 
complement of the proper subset of the authoritative electronic record. This 
would have been obvious because person having ordinary skill in the art at the 
time the invention was made would have been motivated to do so in order to 
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confirm authenticity, insure the accuracy of the message and furthermore to 
protect the individual blocks of data from any alteration (column 2, lines 45-49). 

Regarding claim 16 

Bisbee teaches a method in a computer system for maintaining and 
digitally signing a unique authoritative electronic record, the method comprising 
the steps of: providing for the receipt of an original electronic record in a 
repository; providing for the generation of at least some first receipt information, 
wherein the first receipt information includes information relating to the original 
electronic record (column 9, lines 66-67 and column 10, lines 1-7); providing for 
the prepending of the first receipt information at a beginning portion of the 
original electronic record (column 5, lines 55-67 and column 6, lines 1-13); 
providing for the generation of at least some first identifying information, wherein 
the first identifying information includes a provable representation of the first 
receipt information (column 3, lines 12-21); providing for the appending of the 
first identifying information at an end portion of the original electronic record 
(column 3, lines 33-35); providing for the storage of the original electronic record 
with the prepended first receipt information and the appended first identifying 
information in the repository as an authoritative electronic record; providing for 
the receipt of a request to review and optionally sign the authoritative electronic 
record at a remote location; providing for the computation of a complement of the 
proper subset of the authoritative electronic record; and transmitting the 
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complement of the proper subset of the authoritative electronic record to the 
remote location ( column 6, lines 14-59 and column 9, lines 27-41 );providing for 
the display of the complement of the proper subset of the authoritative electronic 
record at the remote location; providing for at least some digital signature 
information to be generated at the remote location using the computed message 
digest and a private key (column 10, lines 23-49); providing for the receipt of the 
digital signature information in the repository; providing for the generation of at 
least some second receipt information, wherein the second receipt information 
includes information relating to the signed authoritative electronic record (column 
3, lines 12-21); providing for the prepending of the second receipt information at 
a beginning portion of the signed authoritative electronic record (column 3, lines 
23-37); providing for the generation of at least some second identifying 
information, wherein the second identifying information includes a provable 
representation of the receipt information; providing for the appending of the 
second identifying information at an end portion of the signed authoritative 
electronic record; providing for the determination of whether the digital signature 
information represents a valid digital signature (column 3, lines 23-37); and 
providing for the amending, if the digital signature information is determined to 
represent a valid digital signature, of the authoritative electronic record in the 
repository to include the digital signature information, the prepended second 
receipt information, and the appended second identifying information from the 
signed authoritative electronic record (column6, lines 31-59). Bisbee does not 
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explicitly teach providing for the computation of a partial message digest of a 
proper subset of the authoritative electronic record; providing for the transmission 
of the partial message digest and providing for the computation of a message 
digest, at the remote location, using the partial message digest and the 
complement of the proper subset of the authoritative electronic record. However, 
in an analogous art, Vanstone teaches providing for the computation of a partial 
message digest of a proper subset of the authoritative electronic record; 
providing for the transmission of the partial message digest and providing for the 
computation of a message digest, at the remote location, using the partial 
message digest and the complement of the proper subset of the authoritative 
electronic record (column 3, lines 55-67 and column 4, lines 1-26). Therefore it 
would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Bisbee's method to include providing for the 
computation of a partial message digest of a proper subset of the authoritative 
electronic record; providing for the transmission of the partial message digest 
and providing for the computation of a message digest, at the remote location, 
using the partial message digest and the complement of the proper subset of the 
authoritative electronic record. This would have been obvious because person 
having ordinary skill in the art at the time the invention was made would have 
been motivated to do so in order to confirm authenticity, insure the accuracy of 
the message and furthermore to protect the individual blocks of data from any 
alteration (column 2, lines 45-49). 
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Regarding claim 22 

Bisbee teaches a method for displaying a provable representation of an 
authoritative electronic record at a remote location, the method comprising the 
steps of: receiving a request to review and optionally sign an authoritative 
electronic record stored in a repository, at a remote location, wherein the 
authoritative electronic record includes at least some first receipt information 
prepended at a beginning portion of the authoritative electronic record, and at 
least some first identifying information, appended at an end portion of the original 
electronic record, wherein the first identifying information includes a provable 
representation of the first receipt information (column 6, lines 14-59 and column 
9, lines 27-41); computing a complement of the proper subset of the authoritative 
electronic record (column 9, lines 27-41), allowing a message digest to be 
computed, at the remote location, using the partial message digest and the 
complement of the proper subset of the authoritative electronic record; and 
allowing the complement of the proper subset of the authoritative electronic 
record to be displayed at the remote location, wherein the complement of the 
proper subset of the authoritative electronic record is a provable representation 
of the authoritative electronic record (column 10, lines 23-49). Bisbee does not 
explicitly teach computing a partial message digest of a proper subset of the 
authoritative electronic record; transmitting the partial message digest of the 
authoritative electronic record to the remote location and transmitting the 
complement of the proper subset of the authoritative electronic record to the 
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remote location. However, in an analogous art, Vanstone teaches computing a 
partial message digest of a proper subset of the authoritative electronic record 
(column 3, lines 20-53); transmitting the partial message digest of the 
authoritative electronic record to the remote location and transmitting the 
complement of the proper subset of the authoritative electronic record to the 
remote location (column 3, lines 55-67 and column 4, lines 1-26). Therefore it 
would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Bisbee's method to include computing a partial 
message digest of a proper subset of the authoritative electronic record; 
transmitting the partial message digest of the authoritative electronic record to 
the remote location and transmitting the complement of the proper subset of the 
authoritative electronic record to the remote location. This would have been 
obvious because person having ordinary skill in the art at the time the invention 
was made would have been motivated to do so in order to confirm authenticity, 
insure the accuracy of the message and furthermore to protect the individual 
blocks of data from any alteration (column 2, lines (45-49). 

Regarding claim 30 

Bisbee teaches a method for generating a digital signature at a remote 
location and transmitting the digital signature to a repository, the method 
comprising the steps of: computing a message digest of the authoritative 
electronic record using the complement of the proper subset of the authoritative 
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electronic record and the partial message digest of the authoritative electronic 
record; allowing a private key to be used to generate at least some digital 
signature information; and transmitting the digital signature information to the 
repository (column 10, lines 23-49). Bisbee does not explicitly teach receiving a 
complement of the proper subset of the authoritative electronic record from a 
repository; receiving a partial message digest of the authoritative electronic 
record from a repository. However, in an analogous art, Vanstone teaches 
receiving a complement of the proper subset of the authoritative electronic record 
from a repository; receiving a partial message digest of the authoritative 
electronic record from a repository (column 3, lines 55-67 and column 4, lines 1- 
26). Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Bisbee's method to include 
receiving a complement of the proper subset of the authoritative electronic record 
from a repository; receiving a partial message digest of the authoritative 
electronic record from a repository. This would have been obvious because 
person having ordinary skill in the art at the time the invention was made would 
have been motivated to do so in order to confirm authenticity, insure the 
accuracy of the message and furthermore to protect the individual blocks of data 
from any alteration (column 2, lines 45-49). 
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Regarding claim 31 

Bisbee teaches a method for including a valid digital signature in an 
authoritative electronic record stored in a repository, wherein the authoritative 
electronic record includes at least some first receipt information prepended at a 
beginning portion of the authoritative electronic record (column 5, lines 55-67 and 
column 6, lines 1-13), and at least some first identifying information appended at 
an end portion of the authoritative electronic record (column 3, lines 33-35), 
wherein the first identifying information includes a provable representation of the 
first receipt information (column 3, lines 12-21), the method comprising the steps 
of: receiving at least some digital signature information, wherein the digital 
signature information was generated using a private key and a message digest 
(column 10, lines 33-43), determining whether the digital signature information 
represents a valid digital signature; and amending, if the digital signature 
information is determined to represent a valid digital signature, the authoritative 
electronic record to create a signed authoritative electronic record, wherein the 
signed authoritative electronic record comprises the authoritative electronic 
record and the digital signature information (column 6, lines 31-59). Bisbee does 
not explicitly teach the message digest is computed using a partial message 
digest of the authoritative electronic record and a complement of a proper subset 
of the authoritative electronic record. However, in an analogous art, Vanstone 
teaches the message digest is computed using a partial message digest of the 
authoritative electronic record and a complement of a proper subset of the 
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authoritative electronic record (column 3, lines 55-67 and column 4, lines 1-26). 
Therefore it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to modify Bisbee's method to include the message 
digest computed by using a partial message digest of the authoritative electronic 
record and a complement of a proper subset of the authoritative electronic 
record. This would have been obvious because person having ordinary skill in 
the art at the time the invention was made would have been motivated to do so in 
order to confirm authenticity, insure the accuracy of the message and 
furthermore to protect the individual blocks of data from any alteration (column 2, 
lines 45-49). 

Regarding claim 36 

Bisbee teaches a computer system for maintaining and updating a unique 
authoritative electronic record, the system comprising: means for receiving an 
original electronic record means for generating at least some first receipt 
information, wherein the first receipt information includes information relating to 
the original electronic record (column 9, lines 66-67 and column 10, lines 1-7); 
means for prepending the first receipt information at a beginning portion of the 
original electronic record (column 5, lines 55-67 and column 6, lines 1-13); 
means for generating at least some first identifying information, wherein the first 
identifying information induces a provable representation of the first receipt 
information (column 3, lines 12-21); means for appending the first identifying 
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information at an end portion of the original electronic record (column 3, lines 33- 
35); means for storing the original electronic record with the prepended first 
receipt information and the appended first identifying information in the repository 
as an authoritative electronic record; means for receiving a request to review and 
optionally sign the authoritative electronic record at a remote location; means for 
computing a complement of the proper subset of the authoritative electronic 
record; and means for transmitting the complement of the proper subset of the 
authoritative electronic record to the remote location (column 6, lines 14-59 and 
column 9, lines 27-41); means for displaying the complement of the proper 
subset of the authoritative electronic record at the remote location; means for 
allowing at least some digital signature information to be generated at the remote 
location, wherein the digital signature information is generated using the 
computed message digest and a private key (column 10, lines 23-49); means for 
receiving the digital signature information in the repository; means for generating 
at least some second receipt information, wherein the second receipt information 
includes information relating to the signed authoritative electronic record (column 
3, lines 12-21); means for prepending the second receipt information at a 
beginning portion of the signed authoritative electronic record; means for 
generating at least some second identifying information, wherein the second 
identifying information includes a provable representation of the receipt 
information; means for appending the second identifying information at an end 
portion of the signed authoritative electronic record; means for determining 
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whether the digital signature information represents a valid digital signature 
(column 3, lines 23-37); and means for amending, if the digital signature 
information is determined to represent a valid digital signature, the authoritative 
electronic record in the repository to include the digital signature information, the 
prepended second receipt information, and the appended second identifying 
information from the signed authoritative electronic record (column 6,lines 31-59). 
Bisbee does not explicitly teach means for computing a partial message digest of 
a proper subset of the authoritative electronic record; means for transmitting the 
partial message digest and means for computing a message digest, at the 
remote location, using the partial message digest and the complement of the 
proper subset of the authoritative electronic record. However, in an analogous 
art, Vanstone teaches means for computing a partial message digest of a proper 
subset of the authoritative electronic record; means for transmitting the partial 
message digest and means for computing a message digest, at the remote 
location, using the partial message digest and the complement of the proper 
subset of the authoritative electronic record (column 3, lines 55-67 and column 4, 
lines 1-26). Therefore it would have been obvious to one having ordinary skill in 
the art at the time the invention was made to modify Bisbee's computer system to 
include means for computing a partial message digest of a proper subset of the 
authoritative electronic record; means for transmitting the partial message digest 
and means for computing a message digest, at the remote location, using the 
partial message digest and the complement of the proper subset of the 
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authoritative electronic record. This would have been obvious because person 
having ordinary skill in the art at the time the invention was made would have 
been motivated to do so in order to confirm authenticity, insure the accuracy of 
the message and furthermore to protect the individual blocks of data from any 
alteration (column 2, lines 45-49). 



Regarding claim 38 

Bisbee teaches a system for obtaining a digital signature on an 
authoritative electronic record stored in a repository, the system comprising: a 
software program that is capable of receiving a request to review and optionally 
sign an authoritative electronic record, stored in a repository, at a remote 
location, wherein the authoritative electronic record includes at least some first 
receipt information prepended at a beginning portion of the authoritative 
electronic record, and at least some first identifying information, appended at an 
end portion of the authoritative electronic record, wherein the first identifying 
information includes a provable representation of the first receipt information 
(column 6, lines 14-59 and column 9, lines 27-41); a software program that is 
capable of allowing the complement of the proper subset of the authoritative 
electronic record to be displayed at the remote location; and a software program 
that is capable of allowing at least some digital signature information to be 
generated using the computed message digest and a private key; a software 
program that is capable of computing a complement of the proper subset of the 
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authoritative electronic record (column 10, lines 23-49). Bisbee does not explicitly 
teach a software program that is capable of computing a partial message digest 
of a proper subset of the authoritative electronic record; a software program that 
is capable of controlling the transmission of the complement of the proper subset 
of the authoritative electronic record, the partial message digest and the 
complement of the proper subset of the authoritative electronic record to the 
remote location; a software program that is capable of allowing a message digest 
to be computed, at the remote location, using the partial message digest and the 
complement of the proper subset of the authoritative electronic record. However, 
in an analogous art, Vanstone teaches a software program that is capable of 
computing a partial message digest of a proper subset of the authoritative 
electronic record; a software program that is capable of controlling the 
transmission of the complement of the proper subset of the authoritative 
electronic record, the partial message digest and the complement of the proper 
subset of the authoritative electronic record to the remote location; a software 
program that is capable of allowing a message digest to be computed, at the 
remote location, using the partial message digest and the complement of the 
proper subset of the authoritative electronic record (column 3, lines 55-67 and 
column 4, lines 1-26). Therefore it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify Bisbee's 
system to include a software program that is capable of computing a partial 
message digest of a proper subset of the authoritative electronic record; a 
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software program that is capable of controlling the transmission of the 
complement of the proper subset of the authoritative electronic record, the partial 
message digest and the complement of the proper subset of the authoritative 
electronic record to the remote location; a software program that is capable of 
allowing a message digest to be computed, at the remote location, using the 
partial message digest and the complement of the proper subset of the 
authoritative electronic record. This would have been obvious because person 
having ordinary skill in the art at the time the invention was made would have 
been motivated to do so in order to confirm authenticity, insure the accuracy of 
the message and furthermore to protect the individual blocks of data from any 
alteration (column 2, lines 45-49). 

Regarding claim 39 

Bisbee teaches a system for including a valid digital signature in an 
authoritative electronic record stored in a repository, wherein the authoritative 
electronic record includes at least some first receipt information prepended at a 
beginning portion of the authoritative electronic record (column 5,lines 55-67 and 
column 6, lines 1-13), and at least some first identifying information appended at 
an end portion of the authoritative electronic record, (column 3, lines 33-35) 
wherein the first identifying information includes a provable representation of the 
first receipt information (column 3,lines 12-21), the system comprising: a software 
program that is capable of receiving at least some digital signature information 
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produced using a computed message digest and a private key (column 10, lines 
33-43), a software program that is capable of determining whether the digital 
signature information represents a valid digital signature; a software program that 
is capable of amending, if the digital signature information is determined to 
represent a valid digital signature, the authoritative electronic record to create a 
signed authoritative electronic record, wherein the signed authoritative electronic 
record includes the authoritative electronic record and the digital signature 
information (column 6,lines 31-59); and a software program that is capable of 
storing the signed authoritative electronic record in the repository as the 
authoritative electronic record (column 10, lines 1-7). Bisbee does not explicitly 
teach the computed message digest is generated using a partial message digest 
of the authoritative electronic record and a complement of a proper subset of the 
authoritative electronic record. However, in an analogous art, Vanstone teaches 
the computed message digest is generated using a partial message digest of the 
authoritative electronic record and a complement of a proper subset of the 
authoritative electronic record (column 3, lines 55-67 and column 4, lines 1-26). 
Therefore it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to modify Bisbee's system to include the computed 
message digest is generated using a partial message digest of the authoritative 
electronic record and a complement of a proper subset of the authoritative 
electronic record. This would have been obvious because person having ordinary 
skill in the art at the time the invention was made would have been motivated to 
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do so in order to confirm authenticity, insure the accuracy of the message and 
furthermore to protect the individual blocks of data from any alteration (column 2, 
lines 45-49). 



Regarding claim 40 

Bisbee teaches a computer program product for obtaining a digital 
signature on a single authoritative copy of an original electronic record 
comprising: a computer usable medium and computer readable code embodied 
on the computer usable medium for obtaining a digital signature on a single 
authoritative copy of an original electronic record (column 8, lines 39-54), the 
computer readable code comprising: computer readable program code devices 
configured to cause the computer to effect the storing of an original electronic 
record as an authoritative electronic record in a repository (column 10, lines 1-8); 
computer readable program code devices configured to cause the computer to 
effect the generation of at least some digital signature information, wherein the 
digital signature information is produced using a computed message digest and a 
private key (column 10, lines 23-49), computer readable program code devices 
configured to cause the computer to effect the transmission of the digital 
signature information from the remote location to the repository and the receipt of 
the digital signature information in the repository; computer readable program 
code devices configured to cause the computer to effect the amending, if the 
received digital signature information is determined to be valid, of the 
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authoritative electronic record in the repository to include at least some of the 
received digital signature information (column 6, lines 14-59). Bisbee does not 
explicitly teach the computer readable program code devices configured to cause 
the computer to effect the transmission of a provable representation of an 
authoritative electronic record from a repository to a remote location, wherein the 
provable representation of the authoritative electronic record includes a partial 
message digest of the authoritative electronic record and a complement of a 
proper subset of the authoritative electronic record and the computed message 
digest is generated using the partial message digest of the authoritative 
electronic record and the complement of a proper subset of the authoritative 
electronic record. However, in an analogous art, Vanstone teaches a computer 
readable program code devices configured to cause the computer to effect the 
transmission of a provable representation of an authoritative electronic record 
from a repository to a remote location, wherein the provable representation of the 
authoritative electronic record includes a partial message digest of the 
authoritative electronic record and a complement of a proper subset of the 
authoritative electronic record and the computed message digest is generated 
using the partial message digest of the authoritative electronic record and the 
complement of a proper subset of the authoritative electronic record (column 3, 
lines 55-67 and column 4, lines 1-26). Therefore it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify 
Bisbee's computer program to include a computer readable program code 
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devices configured to cause the computer to effect the transmission of a provable 
representation of an authoritative electronic record from a repository to a remote 
location, wherein the provable representation of the authoritative electronic 
record includes a partial message digest of the authoritative electronic record 
and a complement of a proper subset of the authoritative electronic record and 
the computed message digest is generated using the partial message digest of 
the authoritative electronic record and the complement of a proper subset of the 
authoritative electronic record. This would have been obvious because person 
having ordinary skill in the art at the time the invention was made would have 
been motivated to do so in order to confirm authenticity, insure the accuracy of 
the message and furthermore to protect the individual blocks of data from any 
alteration (column 2, lines 45-49). 

Regarding claims 2 and 18 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 17 above. Bisbee furthermore teaches a method, wherein the step of 
receiving an original electronic record further comprises the step of adding time- 
stamp information to the original electronic record, wherein the time-stamp 
information comprises the time and the date when the original electronic record is 
received in the repository (column 3, lines 48-55). 
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Regarding claims 3 and 19 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 17 above. Bisbee furthermore teaches a method, wherein the digital 
signature information is created with the use of the message digest and a private 
key (column 10, lines 33-43). 

Regarding claims 4, 20 and 27 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1,17 and 22 above. Bisbee furthermore teaches a method, wherein the first 
receipt information includes at least some digital signature information that is 
generated using a private key of the repository (column 10, lines 33-43). 

Regarding claim 5, 6, 23 and 24 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 22 above. Bisbee furthermore teaches a method, wherein the proper 
subset of the authoritative electronic record comprises information prepended to 
beginning portion of the authoritative electronic record (column 5, lines 56-67 and 
column 6, lines 1-13) and the complement of the proper subset of the 
authoritative electronic record comprises the original electronic record and 
information appended to the end portion of the original electronic record (column 
10, lines 53-61). 
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Regarding claims 7 and 25 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 22 above. Bisbee furthermore teaches a method, wherein the steps of 
transmitting the partial message digest of the authoritative electronic record and 
transmitting the complement of the proper subset of the authoritative electronic 
record to the remote location include transmitting the partial message digest and 
transmitting the complement of the proper subset of the authoritative electronic 
record to the remote location in a single transmission (column 9, lines 27-41). 

Regarding claims 8 and 28 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 22 above. Bisbee furthermore teaches a method; wherein at least one 
software program associated with the repository is utilized at the remote location 
(column 8, lines 20-39). 

Regarding claims 9 and 35 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 and 34 above. Bisbee furthermore teaches a method, wherein the partial 
message digest includes information necessary to compute the message digest 
at the remote location (column 10, lines 23-49). 
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Regarding claim 10 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 1 
above. Bisbee furthermore teaches a method, wherein the step of prepending the 
second receipt information at a beginning portion of the signed authoritative 
electronic record includes replacing the first receipt information with the second 
receipt information (column 9, lines 66-67 and column 10, lines 1-7). 



Regarding claim 11 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 1 
above. Bisbee furthermore teaches a method, wherein the second receipt 
information includes at least some digital signature information that is generated 
using a private key of the repository (column 5, lines 64-67 and column 6, lines 1- 
13). 



Regarding claim 12 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 1 
above. Bisbee furthermore teaches a method, wherein the second identifying 
information is generated using at least some repository information (column 3, 
lines 23-37). 
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Regarding claims 13 and 14 

Bisbee and Vanstone teach all limitation of the claim as applied to claims 
1 above. Bisbee furthermore teaches a method, wherein the second identifying 
information is generated using at least some user information or some remote 
location information (column 11, lines 12-23). 

Regarding claim 15 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 1 
above. Bisbee furthermore teaches a method, wherein the step of appending the 
second identifying information at an end portion of the signed authoritative 
electronic record includes amending the first identifying information to include the 
second identifying information (column 2, lines 30-47). 

Regarding claim 26 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 
22 above. Bisbee furthermore teaches a method, wherein the complement of the 
proper subset of the authoritative electronic record includes a complement of the 
proper subset of the authoritative electronic record and all information appended 
to the end portion of the authoritative electronic record (column 10, lines 53-61). 
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Regarding claim 29 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 
22 above. Bisbee furthermore teaches a method, further comprising the step of 
allowing at least the digital signature information to be returned to the repository 
(column 3, lines 12-21). 

Regarding claim 32 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 
31 above. Bisbee furthermore teaches a method, wherein the step of amending, 
if the digital signature information is determined to represent a valid digital 
signature, a signed authoritative electronic record includes the steps of: 
prepending digital signature information comprising a digital signature to the 
beginning portion of the authoritative electronic record; and appending digital 
signature information comprising a provable representation of the digital 
signature information to the end portion of the authoritative electronic record 
(column 10, lines 33-61). 

Regarding claim 33 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 
31 above. Bisbee furthermore teaches a method, wherein the step of amending, 
if the digital signature information is determined to represent a valid digital 
signature, a signed authoritative electronic record includes the steps of: 



Application/Control Number: 10/086,203 Page 30 

Art Unit: 2137 

prepending at least some signature receipt information to the beginning portion of 
the authoritative electronic record, wherein the signature receipt information 
comprises a unique representation of the signed authoritative electronic record; 
and appending at least some identifying information to the end portion of the 
authoritative electronic record, wherein the identifying information comprises a 
provable representation of the signature receipt (column 3, lines 12-35). 



Regarding claim 34 

Bisbee and Vanstone teach all limitation of the claim as applied to claim 
31 above. Bisbee furthermore teaches a method, further including the steps of: 
receiving a request, from a remote location, to review and optionally sign the 
signed authoritative electronic record, wherein the signed authoritative electronic 
record includes validated digital signature information (column 6, lines 14-30); 
computing a complement of the proper subset of the signed authoritative 
electronic record; transmitting the complement of the proper subset of the signed 
authoritative electronic record to the remote location ( column 6, lines 14-59 and 
column 9, lines 27-41); allowing the complement of the proper subset of the 
signed authoritative electronic record to be to be displayed at the remote location 
(column 10, lines 23-49).; receiving at least some new digital signature 
information, wherein the new digital signature information was generated using a 
private key and the computed message digest (column 10, lines 33-43); 
determining whether the new digital signature information represents a valid 
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digital signature; and amending, if the new digital signature information is 
determined to represent a valid digital signature, the signed authoritative 
electronic record to include the new digital signature information (column 10, 
lines 23-33). Vanstone furthermore teaches computing a partial message digest 
of a proper subset of the signed authoritative electronic record; transmitting the 
partial message digest of the signed authoritative electronic record to the remote 
location; allowing a message digest to be computed, at the remote location, 
using the partial message digest and the complement of the proper subset of the 
signed authoritative electronic record (column 3, lines 55-67 and column 4, lines 
1-26). 
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